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SECURITY POLICY

Webconference.com is strongly committed in delivering collaboration products that utilize reliable and secure technology.

Webconference.com has gone to great lengths to ensure that the security features built into all of our web conferencing products are designed to meet the needs of our customers and their partners’ IT network and security infrastructure.

ARCHITECTURE

Service Components

The conferencing service is comprised of four servers designed to perform specific functions to achieve higher performance. Each server is independent from each other so that when one is replaced, the others are not affected.
Conferencing Management Server
A web server linked to a database handles http requests associated with Webconference.com conference management. The server has an Internet available IP address behind a firewall that only accepts incoming http requests on port 80 and https requests on 443 with a Secure Socket Layer certificate from Verisign.

Chat, Voice & Video Conferencing Server

A multi-processor server handles data requests associated with Webconference.com Chat, Voice & Video requests. The server has an Internet available IP address and typically runs on port 80, 443 or 1935.
Desktop Sharing and Remote Control Server

The Desktop Sharing and Remote Control Server (DSRCS) is a multi-processor server that handles http requests from each conferencing participant (Remote Client) via Secure Socket Layer (SSL). This server is available to the Internet and is invoked only by the WebConference.com software so customers will never load the server’s URL in their browsers. The server has an Internet-available IP address and typically runs on port 443.
Telephone Conferencing Server

A multi-processor server handles telephone requests and bridges them together by a common access code to enable participants to talk using a standard telephone.

RELIABILITY
In order to achieve 100% reliability, Webconference.com deploys several service components in different locations in the United States and abroad. 
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Service Architecture Diagram
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SECURITY

Host and Customer Client Security

· Pre Installation of the Webconference.com client is not required. The Webconference.com client is automatically downloaded when a session is started using the standard Internet protocols for ActiveX controls (Windows) and Helper Applications (Macintosh). Administrators may block the download using standard Microsoft security.

· The Windows client is signed using a Developer Certificate from Verisign allowing another level of selective installation blocking.

· The client has no listening sockets, before, during or after a conference ensuring that no hackers or other software will be able to connect to the software.
· The customer MUST request web conferencing services through the browser. Once a session is over the client code shuts down.

Network Transport Security

· Webconference.com is browser based, leveraging Web Server security

· Webconference.com traffic is sent over the well-known Internet HTTP protocol using industry standard tags.

Session Security

· Hosts and Customers must log into the server with a username and password.

· All session activity is logged on the server and this data is available either as reports or real-time events to a separate monitoring system. All significant activity is logged, which provide a way to identify and research penetration attempts.

Server Security

· Webconference.com’s servers are co-located in a secure Global Crossing hosting facility. All servers are behind a Webconference.com firewall that only allows communications through necessary ports such as HTTP and SSL. All remote management is performed using encrypted communications. 
· 
Performance

· Webconference.com’s is hosted on Windows 2003 Dataserver Edition with at least 2 Xeon Processors and minimum 1 Gig of RAM.

· All Webconference.com servers support a multi home configuration in which all web conferencing moderators access the server through one adapter and all web conferencing guests access the server through another adapter. This results in higher performance.

· WebConference.com’s servers support Gigabit Network Connections.
· 
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Facilities Security

Webconference.com maintains several physically secure environments in several datacenters in major cities around the world.  The facilities have on duty security personnel and video monitoring, 24 hours a day and seven days a week. To gain physical access to this facility, one must first be on the access list that is available only to certain employees of Webconference.com’s
 Professional Services Organization and/or Technology Partners. From a network prospective, Webconference.com utilizes a variety of industry leading technology to ensure the latest in network and system security. Our staff works diligently to ensure protection against the latest network and system vulnerabilities and reacts accordingly to prevent such vulnerabilities from affecting service to our customers.

User Privacy Concerns

Usage

The information collected in the Webconference.com session logs is never used for marketing and promotional purposes.

Cookies

Webconference.com never installs or downloads cookies to any participating customer.

Third Parties

Webconference.com does not disclose personal information or provide any customer information to third parties.

Privacy Policy Details

Our Private Policy is posted on our website at https://www.webconference.com/webconferencing/zeropanel.php?quick=privacypolicy
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